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echanism description:

nKeys ldentified Mail), domain verification mail, used to prevent mail
content from being tampered with

It is generated following the built-in function of MArchive mail archiving server, and
is set in the management domain DNS SERVER.

DMARC is used to assist SPF and DKIM. Following the DKIM function built into the
device, DKIM takes effect and DMARC takes effect automatically.

The following input IP&account&password are based on the factory default value
and domain input. Take the official website domain herhsiang.com.tw as an
example. If the IP&account&password has been modified, please replace it with the
modified IP&account&password input

How MArchive archive server is configured to generate DKIM:

1. Enter https://192.168.2.1:88 in the browser to log in to the email archive
management interface, and enter the management account /
Password: admin / adminpw
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¢ Technical consultation phone

07-349-4097

2. After entering the screen, select spam in the left column, select spam protection
in the upper column, select DKIM public and private key list, and press the +
symbol to add
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3. Select your own domain, please customize the prefix string, and select the key

size, 1024 is acceptable to general DNS servers and hosting, 2048 is not
necessarily acceptable to general DNS servers and hosting or even requires
additional fees, 1024 and 2048 Some hosting needs to be paid additionally, 2048
is relatively safe and the acceptance rate of the other party is relatively
increased, according to the new addition and the verification data generated
relative to its own domain.

+ Add DKIM Key X

- /-
Domain (\ herhsiang.com

Front String (:/hh2048

Key size 1024 2048
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\\ 4. Selé\bkene&ble, first click on the description, the description says to copy the
h' \ corresp?m&bing parameters, add the parameters to the self-managed DNS Server
or managed DNS as TXT, copy the parameters such as the DNS host name and
TXT data to Notepad for later use , press OK, if you want to regenerate a new

key, please press Regenerate Key.

r =)
® # Edit DKIM Key : hh2048._domainkey %

Domain herhsiang.com

DNS Host Name |£hh2048._domainkey

TXT Information “v=DKIM1; k=rsa; "

"p=MIIBIjANBgkghkiGOwOBAQEFAAOCAQS
AMIIBCgKCAQEA1mMs1/dOeAlIn8R50Ubvhj
EX2cFSah2xfNxoMp60QndB7eqdfii2PYAiox
\a enh+17UZU9)3rzFSTEGATtsOy+JusFzIKstQ
@
@

wZ/W40SLZUamipgclDk9sHYozZQgTTqf8b
_ NZ2/5+9i1EvYxiAbOAOCIAGBoNITTYW laf )

1024 2048

Shrink
These domains in list need to add [DNS Host Name] and [TXT Information] to DNS TXT of the
corresponding domain,
before other hosts can check mail legitimacy of these domains by DKIM(DomainKeys
Identified Mail).
check the [DNS TXT Status] information of the corresponding domain in [[Title_DkimKeyist|].

5. After step 4 is confirmed, a picture will appear showing that it has been added
successfully, but the DKIM key parameter has not been added to DNS
Server and hosted DNS, so the device detection shows that there is no TXT data.

P.S. Some DNS servers and hosting do not accept the special characters
generated by the key, but it is not necessarily invalid. Please use the Google
gmail.com email account to detect. Please search Google for the relevant test
method for the detection method, which will not be explained here.
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6. Parameter Format Description

Basic Setting

Trust IP Setting Anti-Spam Engines

A A Helloadmin E

Spam Mail Learning System Black & White List

Personal Black & White List Spam Mail Protection |

Basic Setup DKIM Key List

Display l 10 \ items per page

L e )
( Selectall Select none /,\

Status Domain

herhsiang.com.tw

herhsiang.com

Showing 1 to 2 of 2 entries

DNS Host Name DNS TXT Status

hh2048._domainkey

hh2048._domainkey

hh2048._domainkey.herhsiang.com (prefix + own domain is the domain set by
DKIM in DNS Server or hosted DNS TXT description, not the main domain
herhsiang.com)

7. The example is WINDOWS SERVER DNS SERVER, add text TXT, press create

record
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8. Copy the DKIMR key parameters copied to Notepad into the TXT setting field,
and press OK to add TXT parameters successfully.

2 DNS EEE
BER HEQ BRV) S8EH
e 2m XEBo= Hm i@
£, DNS % an|
4 § WEB-SERVER HER&EnxiER) el
4 [ EBNEES E R sERmED) z|
2 herhsiang.com HERREHKED) =/
b [2] herhsiang.com.tw H@ERasrxiEn) ]
b BASNRE S P eSS %=
b & EEH s ERRE) x=|
b zgzz’“ H EREERAER) o
b = E] _dmarc XF|
Eldns =&
Eldns Pvé
] download EZ ]
Hfp EX- ]
Elhhsp -1
& mail =&
& mail ZF|
& mail Pv6|
] malware =&
E] notify =&
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Hns2 E3 -]
Yz m=s

| XF (TXT)

IHZE ORLEEZESHERRREDR):

hh2048._domainkey

SEEEEZE FQDN)(P):

| hh2048._domainkey.herhsiang.com.

XE(E):

qdfii2PYAioxenh+L7UZU9)3rzFSTEGATtsGy+JusFzIKstQwZ/\W40SLZU
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+1kO4jy6LZGO/ZCVWWA/M/2rKsD0eOhAGatuCSUE3wqoAIVUATsxgS
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9. Check the configuration data again
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10. After the belt takes effect, the test again shows that the TXT data setting is
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Spam Mail Learning

successful, that is, the DKIM verification mechanism is set. Please make sure
that the SPF verification mechanism has taken effect. Both SPF and DKIM are
valid. The DMARC verification mechanism will also automatically take effect.

A & Hello admin E

System Black & White List

DNS TXT Status

TXT Information is set successfully

TXT Information is set successfully
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\ 11 .Sta&%e DKIM verification function, that is, complete the DKIM and DMARC

verification mechanism of our domain.

) |
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